
11

POPI and GDPR for 
Multinationals and African 
Companies

August 2019



Era Gunning | director

Banking and Finance 

egunning@ensafrica.com
+27 11 302 3157
+27 82 788 0827 

mailto:jkatz@ensafrica.com


agenda

• general application of Protection of Personal Information Act, 2013 (POPI) 
information requests

• processing and retention of data

• consents to share information: new and existing clients

• overview of the extra-territorial application of the EU General Data 
Protection Regulation (GDPR) data sharing – multi-nationals: 

• direct marketing

• transborder transfers (including adequacy and the US/EU Privacy 
Shield) 

• big data and data protection 

• Rest of Africa

• how multi-nationals deal with the implementation of the GDPR, POPI and 
other applicable data protection laws:

• binding corporate rules in terms of the GDPR, POPI and the 
Financial Sector Regulation Act (FSRA)

• data sharing/processing agreements

• privacy statement and SA Promotion of Access to Information Act 
(PAIA) manual

• the beauty of consent

• data protection breaches

• Q and A
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Protection of Personal Information 
Act
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POPI timeline & milestones  

20 Aug 2013
National Assembly passed the 
Protection of Personal 
Information Bill [B9D of 2009]

19 Nov 2013
Signed into law by the 
President

Section 115 - Act will come 
into force on a date to be 
determined by the President 
by proclamation in the 
Gazette

11 Apr 2014 
Regulations, Regulator 
and definitions

24 Jul 2015 
Parliament calls for 
nominations for 
candidates for five 
positions within the 
Regulator

13 Apr 2016 
The Portfolio Committee on 
Justice and Correctional 
Services (“the Committee”) 
shortlists 10 candidates for 
positions within the 
Regulator

17 May 2016
Committee 
recommends Adv. 
Pansy Tlakula be 
appointed as 
chairperson and 
four other 
candidates as 
members of the 
Regulator

1 Dec 2016 
Regulator appointed

Transitional 
period of 1 year

8 Sep 2017 
Publish draft 
regulations for 
public comment

7 Nov 2017 
Closing date for 
public comments 

Feb – Mar 
2018 
Submission for 
tabling of the 
draft 
regulations to 
Parliament 

14 Dec 2018 
Publication of final 
Regulations in 
Government 
Gazette 
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what is “personal information”?

 race, gender, sex, pregnancy, marital status, 
national, ethnic or social origin, colour, sexual 
orientation, age, physical or mental health, 
wellbeing, disability, religion, conscience, 
belief, culture and birth.

 education or medical, financial, criminal or 
employment history.

 any identifying number, symbol, e-mail 
address, physical address, telephone number, 
location information, online identifier or other 
particular assigned to the person.

 biometric information.

 personal opinions, views or 
preferences.

 the views or opinions of another 
individual about the person.

 correspondence sent by the person 
that is implicitly or explicitly of a 
private/confidential nature.

 the name of the person if it appears 
with other personal information 
relating to the person, or if the 
disclosure of the name itself would 
reveal information about the person.

information relating to an identifiable person (living natural person/ existing juristic 
person as far as applicable), i.e.:
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what is “processing”?

 the collection, receipt, recording, 
organisation, collation, storage, updating or 
modification, retrieval, alteration, 
consultation or use.

 dissemination by means of transmission, 
distribution or making available in any other 
form.

 merging, linking, restriction, degradation, 
erasure or destruction of information.

any activity concerning personal information, e.g.
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what processing activities are covered?
processing of personal information by public and private bodies:

 entered into a “record” – if recorded by non-automated means, it must form 
part of a filing system (or should be); AND

 by or on behalf of a responsible party that is:

• domiciled in South Africa

• not domiciled in South Africa, using automated or non-automated 
means situated in South Africa, unless only used to forward personal 

information through the Republic.

8



who are the roleplayers?

Data Subject Responsible 
Party

Operator Regulator



Further processing must 
be compatible with the 
purpose for which 
personal information is 
collected

The purpose for which 
personal information 
is collected must be 
specific, explicitly 
defined and lawful

the 8 processing conditions

Personal information 
should only be 
obtained by limited 
and lawful 
processing that does 
not unnecessarily 
infringe privacy 

Responsible parties 
must comply with 
these eight 
conditions. 

1 2 3 4

Processing 
limitation

Purpose 
specification

Further processing 
limitation

Accountability



The data subject has 
certain access rights, 
including a right to 
request its deletion

The integrity and 
confidentiality of the 
personal information 
must be secured.

the 8 processing conditions cont

Notify the Regulator 
that it processes 
personal information 
where pre-approval 
is required and 
advise the data 
subject of certain 
mandatory 
information in regard 
to the collection 

Reasonably 
practicable steps to 
ensure personal 
information is 
complete, accurate, 
not misleading and 
updated 

5 6 7 8

Openness
Security 
safeguards

Data subject 
participation

Information 
quality



practical considerations

 information requests

 processing and retention of data 
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non-compliance

• any person may lodge a complaint with Regulator

• the Regulator may try and secure settlement

• if no settlement possible, the Regulator may initiate 
investigation

• if breach, the Regulator may issue enforcement notice

• data subject / Regulator may sue responsible party for 
damages



non-compliance cont

• uncertain what amounts would be awarded, but court would 
be entitled to award:

• damages for patrimonial and non-patrimonial loss

• aggravated damages

• interest

• legal fees

• 12 months to 10 years/fine (R10 million!) or both



EU General Data Protection 
Regulation (GDPR)
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issue for discussion: does the GDPR apply to you?

 if the organisation is not established in the EU, 
does it offer goods and services to individuals in 
the EU? 

 if the organisation is not established in the EU, 
does it monitor the behaviour of individuals in the 
EU? 

(The GDPR commenced on 25 May 2018.)
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what are the similarities between POPI
and GDPR?
• processing Conditions in POPI closely aligned to 

GDPR, including accountability, lawfulness, 
transparency (openness under POPI), purpose 
limitation (purpose specification under POPI), data 
minimisation, accuracy of data, retention 
obligations and security safeguards over personal 
information (securing confidentiality and integrity 
of personal information). 

• special requirements in both for the processing of 
personal information about children and so-called 
‘special personal information’.

• information Regulator is the POPI equivalent of 
supervisory authorities.
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what are the differences?
STANDARD POPI GDPR

Application  Personal information processed in South Africa  Personal data of all EU data subjects, regardless of 
jurisdiction

Persons  Juristic and natural  Natural
Roles  Responsible party and operator  Data controller and processor

AND
 Joint responsible parties, third parties and 

recipients
Penalties  10 years imprisonment or R10 million  EUR 20 million or 4% of worldwide turnover

Official  Information Officer to be appointed for all 
companies and registered with Regulator

 Data Protection Officer in terms of [Article 37] for 
certain organizations

Breach notifications  “as soon as reasonably possible”  Duty to report breaches to supervisory authorities 
within 72 hours of the breach

Privacy by design  Not addressed  Mandated by [Article 25]

Data protection 

impact assessments

 Not addressed in POPI, but obligation imposed on 
information officer in the regulations

 Obligation to conduct data protection impact 
assessments [Article 35] where processing is likely 
to result in high risks for the rights and freedoms of 
data subjects and maintaining evidence or 
documentation of such assessments.

 Such assessments involve, inter alia identifying 
risks and measures to mitigate such risks and 
include prior consultation with the supervisory 
authorities.

Data portability  Data subject access request - a record or 
description of personal information must be given 
“in a reasonable manner and format and in a form 
that is generally understandable”.

 The right for a data subject to receive his or her 
data in a “structured, commonly used, machine-
readable and interoperable format and the right to 
transmit those data to another controller”. [Article 
20] Data subjects can order that their data is 
transferred to another controller or service 
provider
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https://iapp.org/resources/article/the-eu-general-data-protection-regulation/#A37
https://iapp.org/resources/article/the-eu-general-data-protection-regulation/#A25
https://iapp.org/resources/article/the-eu-general-data-protection-regulation/#A35
https://iapp.org/resources/article/the-eu-general-data-protection-regulation/#A20


Rest of Africa



Botswana 

Data protection is regulated by Botswana Communications 
Regulatory Authority. The Data Protection Act 32 of 2018 was 
assented to by Parliament but has not yet been passed into 
law. The Act is the first local statutory enactment focused 
solely on protection of personal data.

Zambia 

Cabinet has approved the introduction of a bill, the Data 
Protection (Repeal) Bill, 2018, that is aimed at combating 
violations of personal privacy that may be generated by 
personal collection, processing, transmission, storage and use 
of information.

https://www.absa.africa/absaafrica/country-operations/#tab-087250281-0
https://www.absa.africa/absaafrica/country-operations/#tab-087250281-1


Namibia 

Namibia has Constitutional coverage in terms of data 
protection (Article 13). Presentations have been made for a 
draft data protection policy. 

Seychelles 

The Seychelles Data Protection Act, was enacted in 2003 to 
provide individuals with privacy rights regarding the 
processing of their personal data. This Act is not yet 
enforceable - no deadline for enforcement has been provided.

Mauritius 

Data Protection Act, 2017 seeks to bring Mauritius data 
protection framework into line with international standards 
(i.e. GDPR)

https://www.absa.africa/absaafrica/country-operations/#tab-087250281-2
https://www.absa.africa/absaafrica/country-operations/#tab-087250281-4
https://www.absa.africa/absaafrica/country-operations/#tab-087250281-5


Kenya 

The Kenya Data Protection Bill, 2018 gives effect to the 
Constitution of Kenya, which protects the right to privacy and 
if passed will be Kenya's first data protection law. The Bill has 
not yet been passed into law.  

Ghana 

The Data Protection Act, 2012 sets out the rules and 
principles governing the collection, use, disclosure and care 
for personal data or information by a data controller or 
processor. The Act also established the Data Protection 
Commission as an independent statutory body to ensure and 
enforce compliance.

https://www.absa.africa/absaafrica/country-operations/#tab-087250281-6
https://www.absa.africa/absaafrica/country-operations/#tab-087250281-7


Mozambique 

Mozambique has no specific legislation on data protection or 
privacy. However, there are other sources of law that impose 
some privacy obligations, such as its Constitution ( Article 71). 

Nigeria 

The National Information and Technology Development 
Agency (“NITDA”) Act authorizes the NITDA to develop 
guidelines for electronic governance and to monitor the use 
of electronic data interchange. In light of this mandate, the 
NITDA has developed the 2013 guidelines for data protection.

https://www.absa.africa/absaafrica/country-operations/#tab-087250281-9
https://www.absa.africa/absaafrica/country-operations/#tab-087250281-10


Tanzania 

Tanzania does not yet have a specific data protection law and 
the Personal Data Protection Bill has not been passed into law 
yet. 

Uganda 

The Data Protection and Privacy Act , 2019 was assented to 
on 25 February 2019 and came into effect on 1 March 2019. 
The Act protects the privacy of individuals and of personal 
data by regulating the collection and processing of personal 
information; provides for the rights of the persons whose data 
is collected and the obligations of data collectors, data 
processers and data controllers; regulates the use or 
disclosure of personal information; and related matters.

https://www.absa.africa/absaafrica/country-operations/#tab-087250281-8
https://www.absa.africa/absaafrica/country-operations/#tab-087250281-11


GDPR, POPI and rest of Africa

Issues for discussion: 

• Is the rest of African legislation adequate vis-à-vis the GDPR
and/or POPI?

• How to deal with discrepancies.
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Data sharing within a Group
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direct marketing in terms of POPI (section 
69)
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final POPI Regulations – regulation 6

request for data subject's consent to process personal 
information 

6.  A responsible party who wishes to process personal 
information of a data subject for the purpose of direct marketing 
by electronic communication must in terms of section 69(2) of 
the Act submit a request for written consent to that data subject 
on Form 4.
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direct marketing in the EU

• regulated by GDPR and the ePrivacy Directive (ePD) (which 
will be replaced by the ePrivacy Regulation (ePR)).

• Article 16(1) of the ePR requires companies to obtain end-
users’ consent before sending electronic direct marketing 
communications (i.e. an “opt-in” requirement).

• Consent is defined by reference to Articles 4(11) and 7 GDPR
and must be a freely given, specific, informed and 
unambiguous indication of wishes expressed by a statement 
of a clear affirmative action.

• Often such consent is expressed by ticking a box.
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https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32002L0058
https://www.consilium.europa.eu/register/en/content/out?typ=SET&i=ADV&RESULTSET=1&DOC_TITLE=&CONTENTS=&DOC_ID=&DOS_INTERINST=2017/0003(COD)&DOC_SUBJECT=&DOC_SUBTYPE=&DOC_DATE=&document_date_from_date=&document_date_from_date_submit=&document_date_to_date=&document_date_to_date_submit=&MEET_DATE=&meeting_date_from_date=&meeting_date_from_date_submit=&meeting_date_to_date=&meeting_date_to_date_submit=&DOC_LANCD=EN&ROWSPP=25&NRROWS=500&ORDERBY=DOC_DATE+DESC


direct marketing in the EU (cont)

Opt-in is the standard for direct marketing communications in 
electronic form in the EU, but Article 16(2) of the ePR provides an 
exemption to that rule – known as the “soft opt-in” - where three 
conditions are met, namely:

• email addresses must have been obtained “in the context 
of the sale or purchase of a product or a service”; 

• the natural or legal person that has collected the contact 
details that way may only use them “for direct marketing 
of its own similar products or services”; and

• a company can only rely on Article 16(2) of the ePR
provided that end-users “are clearly and distinctly given 
the opportunity to object, free of charge and in an easy 
manner, to such use”.
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cross-selling within a group

issue for discussion:

• can personal data be shared between subsidiaries for cross-
selling purposes?
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transborder information flows in terms 
of POPI – section 72

• a responsible party in the Republic may not transfer personal 
information about a data subject to a third party who is in a 
foreign country unless certain requirements are met.

• has far reaching implications for parties who transact in 
foreign jurisdictions, multinationals, companies engaged in 
cloud-computing transactions, outsourcing transactions etc.

• however will also apply to anybody sending an email or other 
communication containing personal information to a foreign 
country.
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transborder information flows (cont)

• third party must be subject to

• a law; or

• binding corporate rules; or

• binding agreement

which provides an adequate level of protection (i) substantially similar to the principles  
and (ii) includes provisions substantially similar to Chapter 9 to restrict further transfer

• the data subject consents to the transfer

• transfer is necessary for the performance of a contract between the data subject 
and the responsible party, or the implementation of pre-contractual measures 
taken in response to a data subject’s request

• transfer is necessary for the conclusion or performance of a contract concluded in 
the interest of the data subject

• the transfer is for the benefit of the data subject and (i) not reasonably practicable 
to obtain consent and (ii) if it were reasonably practicable, the data subject would 
be likely to give consent
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adequacy decisions by EU Commission and 
why are these relevant to you? 

https://ec.europa.eu/info/law/law-topic/data-protection/data-
transfers-outside-eu/adequacy-protection-personal-data-non-eu-
countries_en

• the effect of such a decision is that personal data can flow from 
the EU (and Norway, Liechtenstein and Iceland) to that third 
country without any further safeguard being necessary. In others 
words, transfers to the country in question will be assimilated to 
intra-EU transmissions of data.

• the European Commission has so far recognised Andorra, 
Argentina, Canada (commercial organisations), Faroe Islands, 
Guernsey, Israel, Isle of Man, Japan, Jersey, New Zealand, 
Switzerland, Uruguay and the United States of America (limited 
to the Privacy Shield framework) as providing adequate 
protection.

• adequacy talks are ongoing with South Korea.
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https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/adequacy-protection-personal-data-non-eu-countries_en
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32010D0625
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32003D0490
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:32002D0002
https://eur-lex.europa.eu/legal-content/en/ALL/?uri=CELEX:32010D0146
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32003D0821
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32011D0061
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32004D0411
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32008D0393
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX:32013D0065
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32000D0518
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32012D0484
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2016.207.01.0001.01.ENG
https://ec.europa.eu/info/digital-economy-and-society/data-protection/data-transfers-outside-eu/eu-us-privacy-shield_en


transborder data transfers within a group

issues for discussion:

• can subsidiaries in other jurisdictions transfer personal 
information to entities in South Africa?

• can personal information be transferred from entities in 
South Africa to subsidiaries in other jurisdictions?
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What are Multi-Nationals doing?
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Section 162 of the FSRA

• the Prudential Authority may, by notice to a holding company 
of a financial conglomerate, require the holding company to 
be licensed in terms of the FSRA. 

• if so, or if the holdco is licenced under a financial sector law, 
each other member of the group of companies in the 
financial conglomerate, must, on demand, provide any 
information that is needed to enable it to comply with its 
obligations in terms of the FSRA or a specific financial sector 
law.

• a holdco of a financial conglomerate must impose binding 
corporate rules on, or enter into a binding agreement with, 
members of the conglomerate, that includes terms regarding 
the processing of information, including personal information, 
within the financial conglomerate.
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what should you be doing?

• binding corporate rules in terms of the GDPR, POPI and the 
FSRA and related policies (“Data Protection Toolkit”)

• data sharing/processing agreements with third parties, 
including Group members if there is no binding corporate 
rules (watch out for GDPR tricks!)

• privacy impact assessments and privacy by design

• privacy statement and PAIA manual

• the beauty of consent (common law of bank secrecy, 
sanctions screening, direct marketing concerns)
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Data protection breaches
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data protection breaches

 a London HIV clinic that leaked data on 781 of its 
patients has been fined £180,000.

 56 Dean Street, based in London's Soho, sent an 
email newsletter with all patient email addresses in 
the 'To' field, rather than the 'Bcc' field.

 the email addresses allowed for the 
identification of the patients – 730 of 
the 781 contained people's full names –
and constituted a "serious breach" of 
data protection rules, the Information 
Commissioner's Office (ICO) said.

 http://www.wired.co.uk/article/56-
dean-street-fine-data-protection-hiv

http://www.wired.co.uk/topic/hiv
http://www.wired.co.uk/topic/data-protection


data protection breaches

• In 2010, the Commissioner imposed a fine of 
£60,000 on A4e Ltd when a laptop containing 
unencrypted PI relating to 24,000 individuals who 
had used community legal advice centres was 
stolen from the house of an employee. 

• He also fined Hertfordshire County Council 
£100,000 for twice sending child abuse documents 
intended for counsel to the wrong fax number. 



January, February 2018

• Holmes Financial Solutions Ltd fined £300,000 for 
instigating the sending of automated marketing 
calls to individuals without their prior consent

• Newday Ltd fined £230,000 after they failed to 
ensure automated emails were only sent to 
individuals who had consented to receive 
marketing



France Hits Google With $57 Million GDPR
Fine

• Google does not transparently communicate the scope of 
data processing used for targeted advertisements. "Users are 
not able to fully understand the extent of the processing 
operations carried out by Google." 

• Google left consumers uninformed about how their personal 
data would be used, in violation of GDPR's requirement to 
ensure that consent from customers is specific and 
unambiguous. 
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Facebook to pay record R70 billion fine for 
privacy violations 

• Facebook Facebook Inc. agreed to pay a record $5 billion (R69.6 
billion) to resolve a US investigation into years of privacy 
violations, a settlement that increases the board of directors’ 
responsibility for protecting users’ data while changing little 
about the company’s lucrative advertising business.

• The agreement, announced Wednesday by the Federal Trade 
Commission, will for the first time end Chief Executive Officer 
Mark Zuckerberg’s final authority over privacy decisions, creating 
an independent privacy committee of directors on the company’s 
board, according to an FTC statement.

• The accord will also require Facebook to keep a tighter leash on 
third-party apps, perform regular sweeps for unencrypted 
passwords and refrain from using telephone numbers obtained 
for security purposes for advertising. It also calls for the 
company to conduct privacy reviews of new offerings and 
submit to new privacy certifications and assessments.

https://businesstech.co.za/news/internet/331161/facebook-to-pay-
record-r70-billion-fine-for-privacy-violations/
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Marriott to face $123 million fine by UK 
authorities over data breach
• The U.K. data protection authority said it will serve hotel giant 

Marriott with a £99 million ($123 million) fine for a data 
breach that exposed up to 383 million guests.

• Marriott revealed last year that its acquired Starwood 
properties had its central reservation database hacked, 
including five million unencrypted passport numbers and 
eight million credit card records. The breach dated back to 
2014 but was not discovered until November 2018. Marriott 
later pulled the hacked reservation system from its 
operations.

• The U.K.’s Information Commissioner’s Office (ICO) said its 
investigation found that Marriott “failed to undertake 
sufficient due diligence when it bought Starwood and should 
also have done more to secure its systems.”

*https://techcrunch.com/2019/07/09/marriott-data-breach-uk-
fine/?renderMode=ie11
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https://techcrunch.com/2018/11/30/starwood-hotels-says-500-million-guest-records-stolen-in-massive-data-breach/
https://techcrunch.com/2019/01/04/marriott-five-million-passport-numbers-stolen-starwood/


BA faces £183m fine over passenger data 
breach 
• British Airways is to be fined more than £183m by the 

Information Commissioner’s Office after hackers stole the 
personal data of half a million of the airline’s customers.

• The ICO said its extensive investigation found that the incident 
involved customer details including login, payment card, 
name, address and travel booking information being 
harvested after being diverted to a fraudulent website.

• The ICO said that data breach, which began in June 2018, 
occurred because British Airways had “poor security 
arrangements” in place to protect customer information being 
accessed.

*http://www.bing.com/search?q=BA+data+protection+fine&src=I
E-SearchBox&FORM=IESR4A
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https://www.theguardian.com/business/2018/oct/25/british-airways-data-breach-185000-more-passengers-may-have-had-details-stolen
https://www.theguardian.com/business/britishairways


MiWay could have breached personal information 
act: Regulator



• The Information Regulator concerned about MiWay's alleged 
unlawful processing of King Goodwill Zwelithini's personal 
information.

• MiWay’s agents personally called the Zulu king, offering him 
insurance.

• An audio recording of the conversation was leaked.

• Regulator – if the king did not give consent to MiWay to 
process his personal information, or his information was not 
processed with the purpose of drawing up a contract to which 
he is a party, the company breached POPI.

• POPI allows the king "to object to MiWay for processing of his 
personal information for the purpose of direct marketing.”

https://www.enca.com/south-africa/zuma-meets-with-zulu-king


• If all the sections of POPI were operative then the 
King could have lodged a complaint with the 
Regulator.

• "Despite certain sections of POPIA not yet (being) 
operative, the Regulator intends to proactively 
engage MiWay with regards to the processes and 
measures they have put in place…”
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